Reducing your risks in VoIP business

Brief Manual
Each of the stated below items by itself can characterize a lot of good working small-scale companies in the VoIP market. Almost all of them use the offshore accounts for the payments, some of them are operating in one country while registered in the other country, many use the free mail servers as don’t see the common sense to pay for the corporate mail domain, someone don’t give the trade references because of the internal security considerations and not because the fraud intention. Some companies update its web site and some one doesn’t need it. Undoubtedly you don’t have to fall in total discredit towards anyone but nevertheless you HAVE TO CHECK unambiguously. We are giving the link to the admin form developed by us. The more items are filled in the better. You will have more info as a subject for your obligatory check. 

For the few years of working in VoIP business we have revealed some features that draw up the portrait of the risk group companies’

	
	Sometimes the risk group companies’ use the uncomplicated fraud schemes. If you will be able to recognize it you will save not only your company from the money loss but your partners’ companies as well. The main point is not to trust in what they force you to believe but in confirmed and checked out facts. For the three years in the market we and our partners have came across the different situations which resulted to money losses. Based on such an unpleasant experience we have developed some rules for the new clients’ verification and comparing its result with the common fraud features. Frequently it is related to both the clients and suppliers who require prepay promising low prices and high quality. 

The main features of risk group companies’: 

1. Unknown offshore company. 

2. All the e-mails coming from the company are sent from free servers (yahoo, gmail, hotmail, mail.ru etc.) or the mailbox is located on the local internet provider and the company has got no personal mail server and corporate domain for the mail. 

3. a) The company has got no actual address with the operating employees; b) if you even give a call to the company there are always one or two same persons replying and no any other employees at whatever time; c) it can be a forwarded number (for example the company points the USA number but it is forwarded to a Bulgaria apartment in the middle of nowhere and there you are told that you have dialed the big international company). 

4. One or sometimes two-three persons are responsible for all the processes carrying out. As a result you come across with so called “one man show”. Mostly it is a manager who worked for year or two in a larger company and quitted to work for himself having an aim to earn easy money with the help of unsuspecting suppliers. 

5. Fast made site (sometimes not available at all). 

6. Trade references absence (both direct and indirect). Other words the company with a view to non-disclosing of the “confidential information” refuses to give any links to the their partners who can confirm the reliable reputation of the company and even your partners are not able to say anything about the new ones as no one have ever seen them or heard about them. 

7. The working day constant unavailability of the person you begin to deal with (you are told that he is in a business trip or meeting) or vice versa – the constant pressure to your manager that results to the routes opening as to get rid of his constant claiming. 

8. You are getting a lot of traffic to the expensive routes when the majority of your constant clients don’t have much traffic there (for example recently we have got the offer to provide the route to Ukraine proper at 7.6 cent per minute for 1 mln. minute per day. At that the majority of your clients don’t have much traffic at that price. 

9. The company vanishes when you try to check them more carefully. 

10. The company starts pushing at you saying “why don’t you trust us?”, “you are offending us by your discredit”, “when will you stop asking questions and start working with us?”, “we trust you so why don’t you trust us?”. 

11. The company provides the minimum information about itself in the test form when signing the agreement that appears to be insufficient to execute the company reputation verification and there is no one to appeal if necessary. The director is either a mythical person that is always unavailable to talk or the representative himself who even has not got the procuration to manage the offshore company. 

12. So called authority pressure, when a newbie company states itself to be a huge companies’ partner and give AT&T, France Telecom and Deutche Telecom etc. as their partner considering that you won’t dare give them a call and check if they do really cooperate. And it often works. You actually don’t… at once. But lately when it appears that the new partner owes you some respectable sum of money you screw up your courage to check out the partnership and learn that your new partner has never in fact been in cooperation with huge company and is unknown to them… 





	


How to treat trade references 

According to our experience now we suppose that there are some rights that you should take into your account when you deal with the trade references:

1. All the TR you get from the clients have to be verified. You must check all the info about the person you are asking about the company you want to start cooperation with. 
· You send a mail. 
· Check that the domain was the same as the company name. You can use google for the purpose. So, that the person was exactly the employee of the company you are contacting.
· Don't forget to call the phone stated on their site to ask what is the position of the person you contacted. Thus you will be sure the person works for the company and you can reach him. This is to avoid "one actor theater" when the person tell you he's the employee of X company and he is actually not and a simple call to X company will help to find it out and prevent us from the loss.
2. You must understand who exactly is providing the credit or prepay. That matters a lot. We had the situation when the company bought the route on postpay terms and sold it to us on postpay terms as well. But.... cheaper than they bought it as we later learned out from their supplier. So, at the end they got money from customer and disappeared without paying to their supplier. So: 
· Ask what the payment terms are. 
· Ask who is providing the credit or prepay. 
· What is the amount. 
And remember that the good supplier might not be good customer at the same time.
3. Try to get the e-mail with the reply to your questions regarding the TR. Check the domain again so that it was right. Thus you'll have the written reply to your questions. As all the TR better be done in written to avoid any misunderstanding during the phone conversation.
Here is the sample of the request letter for your attention:
Dear ...!
We are going to begin doing business with a company called XXX. I was hoping to get some information about them from you, since your company was listed as one of their trade references. 
If you need any further information or authorization, please do not hesitate to contact the company in question.
We would appreciate it if you can answer these few questions:
- Have there been any Non-Sufficient Funds (NSF) checks:
If yes, how many in the past two years:
- Length of business relationship:
- Credit terms:
- Max credit:
- Have there been any problems with them:
- How would you rate their credit-worthiness on a scale of 1 to 10:
(10 being the best)
- Additional Information we should know: 

Thank you in advance.
Please note: in spite of the fact that you started to work with the company that pays without any problem, the TR are to be re-verified in 2-3 month. That is connected to the fact that the financial position of the company may change while the cooperation due to any reasons. So, to avoid the losses you are to check it once again to assure that the financial health of the company is still reliable and stable. 

If you have any doubts you don’t have to feel uncomfortable to clarify it by asking questions. And only if you are 100% sure that the company will pay their invoice you can execute testing and open the routes. And please don’t forget about the credit limits as NOTHING STRENGTHENS THE RELATIONSHIP BETTER THAN THE OPPORTUNE PAYMENT.
